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Configuration Management

Introduction

The development of asoftware product requires the same process as the devel opment of any
other manufactured product, whether itisamotor car, skyscraper, bridgeor tunnel. Itisfrom
these engineering disciplines that many of the techniques used in the development of
software has been borrowed, hence the term * Software Engineering’ . However, the history
of software engineering has not been atotal success as many projects have either overrun
their cost and timescal es or had other quality problems of lack of reliability, difficult to use,
not suitable for the job intended or just difficult to modify. An example of the extent of
system quality problems in the software development industry is given for United States
Government software projects in the 1980's. Projects for the U.S. Army with a budget of
$6.2 million, found that only 2% of the software was used as it was delivered, 3% required
changes before it could be used, 19% was either abandoned or rewritten, 29% was paid for
but never delivered, and 47% was delivered but never used.® Although these figures are
history, they demonstrate how the software industry needed to improve its devel opment
methods.

There are many other examples of software blunders which were potentially life or even
world threatening. A software problem caused the launch of a nuclear bomber after a
Russian attack which turned out to be a figment of the software’s imagination. Another
exampleisthe problemswith a Space Shuttlethat didn’t work properly because the computer
had been programmed in nautical milesinstead of feet. Closer to home examplesincludethe
London Fire Brigade, which installed a system which was found to be so inefficient that they
thought of going back to a manual system.

Software systems have an impact on all our lives, from the supplying of electricity or gasto
our homes to the microwave or video recorder. Clearly thereis aneed to get it right first
time. The cost of developing software systemsishigh asitisalabour intensive activity. So
why is the development of software difficult? The four basic factors that make this so are:

a) communications;

b) complexity;

c) therelative newness of software engineering;

d) the nature of software itself.

! Figures from the NCC Software Engineering Course Material
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Communications

A system is developed from an idea or need to solve a problem. This need has to be
explained and understood by a variety of people from the customer, analyst, designer to
the programmer and made acceptable to the user. English can be vague and easily
misunderstood. Misunderstandings between the customer and designer can be brought
about by the customer not really knowing what they want or being ableto expressexactly
what their ideais. Once the problem passesto the analyst it becomes steeped in jargon,
and when relaying this back to the customer can cause even more misunderstanding.

Complexity

Another factor in making software development difficult is complexity, this has two
aspects:

- Size;
- inherent complexity.

As hardware becomes cheaper, more capacity for software implementation becomes
available, so larger and larger software systems are attempted. Complexity increases
simply with anincreasein size. Thiscan be seen by considering the number of possible
communication paths between 2, 5 and 12 people. The same can apply to modules of
code.

The only way to control complexity is by modularisation, dividing the system into
subsystemsor dividing peopleinto teams, so that communicationisrestrictedtoasmaller

group.
Newness of Software Engineering

Ashasbeen stated software engineeringisarel atively new activity. By contrast theareas
from which many of the methods for software engineering are borrowed have been in
existence for many, many years:

- Mechanical Engineering: more than 300 years,
- Electrical Engineering: more than 100 years;
- Software Engineering: 40 years with major expansion of the activity

Configuration Management Page: 2



in the last 25 years.

The Nature of Software

Software is abstract, it cannot be touched, seen or smelt. It is not amaterial, it ismore
etherea than concrete. This makes it very difficult to control, but very easy to
manipulate. Software is flexible, it can be ‘moulded’ to achieve many different
objectives or tasks. It is aso difficult to understand in the same way as we can
understand electrical or physical objects.

Software engineering follows a life cycle (figure 1) in much the same way as any other
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Figure 1. Source. NCC/DTI “SSADM - Achieving Software
Quality” , 1990
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engineering process.
The aim of software engineering isto develop and deliver systems that have the following
characteristics:

* usable (easy to use, available) *  secure (safe, integrity)

*  reliable (doesn’'t break down too often, *  maintainable (modifiable,
fault tolerance) consistent, modular)

*  efficient (makes best use of hardware) * delivered ontime

*

*  correct (accurate, consistent, complete) within cost.

Thisalowsthe creation of * Quality’ software. Therefore, quality is something that must be
built into the product from the start. Thisis best achieved by ensuring that standards have
been identified for all stagesof the projectsand the products of those stages. The SLC shown
in Figure 1 demonstrates the various stages and how cross reference can be made to ensure
quality. Thisvery much dependson documentation of the processes and standards required.

Need for Management and Control

A software or firmware product may easily contain many hundreds of code segments.
Behind the code segmentslie many other piecesof information - specifications, designs, test
harnesses, test data, user manuals, etc. All of these pieces, together with the code segments,
are the components that make up the product.

As the requirements of the product change, and mistakes are identified in the production
process, thecomponentswill haveto bechanged. Unfortunately the causesof change happen
in arandom or haphazard way, making control very difficult.

Typical problemsthat arise are:

*  there have been ten changes to a group of code segments when a design change is
required. Only nine of the changes were incorporated - one was |ost;

* acustomer reportsafault. 1t cannot be reproduced because changes sincethe product
was supplied mask the fault;

* arevised product has been sent tot acustomer, and the previous copy removed. The

revised product goes wrong in a previously correct area. Thereisno simple way to
rebuild the original product, i.e. to undo the change.

Overcoming these, and many similar problems, requires that each component, and each
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revison of the component, is uniquely identifiable. It also requires the discipline of
maintai ning records of changes, and records of exactly which components were supplied to
each customer.

A system that provides the necessary degree of control is known as a Configuration
Management System (CMYS).

The volume of recordsis such that it isimpossible to runa CMS manually. It istherefore
necessary to automate parts of the CM S using a Configuration Management Tool.

The Configuration Management System, aswell asmaintaining areliable base of knowledge
about the components of a product, is capable of assisting the management in many ways,
such as:

* assurance that the procedures are being carried out in the right sequence;
*  tracking the progress of changes;
* safeguarding components against unauthorised access or change.

Standards such as BS 5750, 1SO 9000:2000 and AQAP 13, require that a Configuration
Management System isin place and in use. If an organisation approved to one of these
standards places a subcontract, then the subcontractor must also meet the standard.

Few organisationswill have expertisein the design of Configuration Management Systems,
or in the selection and implementation of Configuration Management Tools. Inview of the
cost, and other implications, itishighly desirablethat specialist independent adviceissought.

What is Configuration Management?

Configuration Management (CM) isclosely alied with the Quality Assurance (QA) process
and function in the development of software. It is an umbrella activity that continues
throughout the SLC and has an effect on all areasof theproject. Itisinevitablethat asystem
will change, not only through maintenance after it has been completed, but also during its
development cycle. These changes may occur in the requirements specification, during the
design phase, when coding starts, during testing or at any intermediate stage between. The
system needs to be managed and change kept track off and recorded. It isfor this purpose
that a Configuration Management System (CMYS) isrequired so that it can:
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1) identify change - an identification system to reflect the structure of the product,
identifies components and their type, making them unique and accessible in some
form;

2) control change- controlling therelease of aproduct and changesto it throughout the
system life cycle by having controlsin place that ensure consistent software viathe
creation of a baseline product;

3) ensureproper implementation of change- by theefficient running of aProject library
that collects, monitors, controls and distributes all documentation;

4) report change - any change in the change files needs to be reported to all members
of the project team.

A CMS affects the process model and users of the CM S in the sense of enforcing policies,
procedures and standards on the way usersdo their work and it keepstrack (an audit trail) of
how the work is done.

CMS' s are still in the early stage of development themselves, although similar techniques
have been used in other disciplines. Generally, many of the small to medium projects rely
on in-house CM S using somethird part tools, even so, CM is considered to the most critical
activity in software engineering.

As adefinition the following statement made by Babich is offered:

“The art of coordinating software development to minimize ...
confusion is called configuration management. Configuration
management is the art of identifying, organizing, and controlling
modifications to the software being built by a programming team.
The goal isto maximize productivity by minimizing mistakes.”?

CM ltems

Throughout a software engineering project, many tasks and activities are carried out, each
often having adeliverableitem. All theseitems should be subject to CM and recorded inthe
CMS as Software Configuration Items (SCI). The process starts with the Requirements

2 Pressman. R.S.
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Specification and includes:

System Description Test Data & Results

Software Project Plan Fault Log

Design Specification Operation & Installation Manuals
System Design Executable Programs

Program Design Data Dictionary

Preliminary User Manual Change Document

Source Code M aintenance Document

Test Plan Standards and Procedures

Test Harness

In some casesit is considered that the software development environment and tools should
also be configurable items. Thisincludes versions of editors, compilers, and other CASE
tools to ensure that the same versions of development tools are always used on that product
and errorsthat occur due using a different environment can be easily traced.

CM Plan

The CMS plan indicates the scope of the project and provides the main identifer for the
remainder of the materia. It may refer to the Project Plan, if one exists (at this point) and
may also refer to other relevant project documentation. The CM S plan will also have three
other sections for detailing management, CM activities and associated material.

The management section will identify, personnel, milestones, baselines, and resources. It
should clearly set out responsibilities, for example Board membership. Detail would also be
provided on the minimum configuration item (SCI) size, subsystem interconnections and
review procedures for changing the status of SCI’s.

CM activitiesdetailed inthe CM S Plan will identify the proceduresfor the main areas of CM
as given in the CM Process (see next section). These procedures will include rules for
naming a SCI and baseline and explanations of what constitute aversion or variant together
with naming conventions.

Thelast section of the CMS Plan, al tools, techniques and methodologies to be used in the
implementing the plan for the project is stated. This includes CM tools, but is primarily
concerned with those tool s etc. which will be used for the project itself, and the control of it.
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The CM Process

Control over the SCI’sis achieved by establishing a number of procedures and processes,
which adds to the QA of the software and these includes:

a) ldentification control
b) Project Library
¢) Change control

| dentification control:

Identification control

d) Configuration Audit

€) Reporting and Status Accounting

establishes methods for software

documentation, controlling reference and version numbers and making them unique and
accessible. It should aso ensurethat theidentification methodsare agreed and circul ated
to all those involved in the project.

Identification control includes the process of setting baselines for the various outcomes

of activities. A baselineis
acollection of itemswhich
when complete indicates
that a milestone in the
development process has
beenreached. A milestone
is achieved at some point
in time, and the
configurationwhich shows
that achievement is the
baseline. Themilestoneis
the end of a stage or phase
of the project at which one
or more deliverables
(SClI's) are actually
delivered. Any SCI or task
can have a baseline,
however, the common
software baselines are

System Engineering

System Specification

Requirements Analysis

Softwar e Requirements

Specification
Software Design

Design Specification

Coding
Source Cade

Testing
Test Plans/ Procedures/ Data

Operational System

Figure 2 - Source: Pressman: Baselines

shownin Figure 2. Different authors and authorities on CM Sidentify different baseline

stages.
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However, this can generally be equated to those in Figure 2 or cross referenced as follows:

Stage Basdine
*  System Specification

or Requirements Specification Functional Baseline
*  Design Specification Design Baseline
*  Source Code & Testing Production Baseline
*  Implementation Operational Baseline

During the development it has been noted that there will be modifications and changes.
As aresult of these requests, the actual actions performed will be determined and the
results recorded. Ones such decision might be to allow the system to reach the Design
Specification baseline, keeping track of all requests to that point and then make all
changes simultaneously. The important point is that the baselines are all updated as
needed so that each does genuinely represent astage passed. Some modifications, such
asthe removal of coding or logic errors are unlikely to affect any earlier baselines.

Software and documentation should be bonded when the stage in devel opment has been
reached where the Project Management are confident that the software and
documentation will only require a minimum number of changes during further
development. This point should be clearly identified as bonding will affect what formal
procedures will be adopted.

Another consideration of identification, is the establishing of version control. Thisis
covered in more detail under Change Control.

Project Library: Sometimescalled aRepository or Project Database. Established before
the project commences and creates the procedures for the transferring of SCI’s to the
library. Other library functions include ensuring software and documentation identity,
correct referencing, control of software and documentation distribution, holding
standards, procedures and QA records. In essence the project library is the hub of the
CMSandisused to record and hold all information on the project including thefault log
and change control records. Figure 3 showsthe CMSin adiagrammatical form, with the
start of the production cycleat the top and proceeding anticlockwise. Initially thelibrary
would be empty and in this diagram is represented by the change files in the centre.
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1989

Change control: Change control is probably one of the most important tasks of the
CMS. OnceaSCI hasallocated abaseline, no change should be made without following
the complete Change Control Procedure.

Configuration Management Page: 10



For ssimplicity and initial concepts the change control procedure could be expressed as
aflowchart, however, Sommerville, in his book “ Software Engineering”, demonstrates
this procedure in pseudo code:

Request change by completing a change request form
Analyse change request
if changeisvalid then
Assess how change might be implemented
Assess change cost
Submit request to change control board
if change is accepted then
repeat
make change to software
submit changed software for quality approval
until software quality is adequate

create new systemversion
else
reject change request
else
reject change request

Moving through the above procedure, a change request may result for a number of
different reasons. The system model will change as it evolves from the outline to the
logical description of what is required into a physical description in the form of an
executable program, and at the end of any stage during the development and operation
avariety of events may occur that will cause unplanned change.

The cause of change could be broadly said to fall into two categories, evolutionary and
revolutionary. Evolutionary change is experienced as the system moves through its
various stages in the SLC. On the other hand, revolutionary change, ie. unplanned or
unexpected changes, can occur at any timein the SLC and during the operational life of
the product. Such changes can be caused by the system being unableto satisfy the users
requirements or expectations. This can be generated from new ideas, defect reports or
even new laws and legidlation.

When a change request has been accepted into the CMS, a change report will be
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generated by reviewing the changerequested. Thisreview will includetechnical aspects,
this will assess whether the change is possible and also consider the consequence or
impact of the change, that isif thischangeiscarried out what effect will it have on other
SCI's, modules of code, etc. Thereview will aso consider the cost of the change and the
impact of the cost and time on the overall project.

The change report would then be passed to the change control authority who would,
based on the recommendation of the report approve the change and issue achange order.
It is on the change order that the SCI would be taken out of the library, changed, tested
(going through the compl ete baseline approval process) and then checked back into the
library. At this point anew version would be created.

The term version is often used to mean variant, as the SLC develops and baselines are
changed (in accordance with procedure and change control) so new ver sions of the SCI
or product are created. Generally a straightforward number system is used to identify
versions, egv1.0,v1.11,v2.3a, etc. Thetimewhen aversion number ismoved from the
say 1.1 to 2.0 must be decided. Thisis often based on the nature of the changes made,
minor changes to a significant module may move from x.1 to x.2, where as a major
change affects the whole produce will move from v1 to v2 etc. It may be that the
softwareis capable of operating across different platforms, or that different modules are
available depending upon the task the software is required to do. This would produce
variant numbers as each variant is capable of operating in a different way.

Configuration Audit: CM doesnot existinisolation. It should not evenbean ‘add-on’,
itisanintegral part of Project Management. Configuration Audit isthe par of the CMS
which is to do with verification, but it does not actually carry out the process. CM
provides the means by which the integrity of the software or product can be assessed. It
does not carry out the assessment, because that is done by other disciplines as required
by the Configuration Audit (CA). Form the viewpoint of CA adefinition of CM could
bethat it aimsto establish and maintain integrity of the product or software by ensuring
that it is subjected to all project management disciplines and by controlling changes to
accepted and established products.

In essence the CA is the process of checking that CM has been carried out and again
assistsin QA. The CMS provides an audit trail that can be followed back through each
stage or phase of the project.
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Reporting and Status Accounting:

Thisisthefinal CM procedureto discuss, each of the othersproviding aspecific facility.
Reporting and Status Accounting provides the mechanism for being able to report on
how the system has evolved and what its status is at any given time relative to the
established baselines.

Status A ccounting requiresthat eventsthat cause changein statusin either adevel opment
or SCl isidentified and recorded. It also requiresthe recording of eventsresulting from
the processing of a Change Request or Defect Report.

Other reports that may be the responsibility of the CMS may include:

*  records of project meetings and action lists (minutes);

*  baseline status reports, identifying baselines and any changes to them;

* ‘change request’ and ‘defect report’ status reports, identifying progress and
decisions made;

*  recommendation for new version or variant issue.

The CM process is a continual one running throughout the SLC and touching all areas of
software development. The benefits from agood CM S are obvious asit offers monitoring,
control, and audit in away that adds considerably to the QA of the product.

CM Tools

The CM process can be greatly assisted by the use of various third party tools and
environments. These tools may be part of the operating system environment and be totally
integrated at one end of the spectrum to a simple word process and database at the other.
Many tools exist that form an Integrated Project Support Environment (IPSE) or the more
modern equivalent of I-CASE (Integrate Computer Aided Software Engineering). These
tools allow the creation of the documentation required in a system, eg Object Diagrams,
Modular Trees, Entity LifeHistoriesand State Transition Diagrams. From this, an automatic
datadictionary can bebuilt. Source codetrackersallow the changes madewithin sourcecode
to be documented and recorded. Should faultsbeidentified withinasystem, then the modern
day tools are capable of reverse engineering the wholething. Notwithstanding, the SE tools
on available cannot replace the experience (although thismay berather small compared with
other engineering disciplines) and human intuition of the CM manager.
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SCM Standards

CM isall about standards, standards|ead to quality, software engineering isabout producing
quality software. The standards used in the CMS can be either in-house standards as laid
down in the ‘house procedure manual’ or it can be taken from the various bodies and
organisations responsible for setting national and international standards, eg ISO and BSI.
Current standardsapplicableto CM are DEF STAN 05-57/2, |EEE Standards 729-1983, 828-
1983, 1042-1987 and various US Military and Defence standards.

Design of a Configuration Management System

A Configuration Management System (CMYS) is just another system, albeit one for use by
system developers and maintainers. As such, it should be designed, constructed, installed,
and maintained in accordance with the installation's procedures and standards.

Sinceit involves an area where not many installations have experience, the following notes
areoffered for guidance. They areintended to supplement the procedures, not supplant them.
However, it may be advantageous for specialist help to be sought, e.g. through consultancy.

Objectives. The primary objective of a Configuration Management System is to assist
managers of production and maintenance projects in enforcing the disciplines and agreed
procedures to control the changes in the systems and hence maintain the integrity and
traceability of the system.

To thismust be added local objectives covering such items as cost, time, machine resources,
etc.

Note carefully that the CM S can only assist the management. Poor management practices,
or lack of quality control, will prevent the best designed CM S from fulfilling its objectives.

The CM S overlaysthe production and maintenance life cycle of the systems. Organisations
using more than one life cycle model should consider carefully whether they require one or
more CMSs. The major advantages of only one are:

*  consistent operating procedures throughout the organisation;
* easier consolidation of reports.
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The mgjor disadvantageis:

* anexcessively long list of component types which may lead to confusion.

| dentifying Components Types: Whether the CM Sisto cover oneor morelifecyclemodels,
the next task isto identify all the component typesinvolved. Thislist can be quite lengthy,
but must be comprehensive.

For each component type it is necessary to identify:

how many components are there likely to be of thistype;
how much space will they require;

how frequently do they change;

are they Configuration Items;

is the information sensitive enough to warrant Encoding;
who needs to see the components,

does seeing the components need to be authorised each time;
if so, who authorises;

who needs access to change the components;

does access to change need authorisation;

if so, who cancels;

who needs to insert or replace components;

does this need authorisation;

if so, who authorises.

0% k% X X X X kX kX 3k

Reporting: Considering the CMS as a whole, the other area to be considered is that of
reporting. Reports are going to be required by:

Project Leader/Manager;
Senior Management;
Quality Assurance;
Audit.

*  F  *

Thereporting requirements of the various groups will enable decisionsto be made about the
data that must be collected at each Authorise/Extract/Insert/Replace event.

By this stage it should be obvious that the volume of datais going to be quite considerable.
It ismost unlikely that an entirely manual system could succeed, and so part of the process
must be automated, using a Configuration Management Tool.
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Selecting A Configuration Management Tool: The need for Configuration Management
Systems is so widespread that a number of companies supply generic Configuration
Management Tools. Thesetoolsneed to betailored to suit the particular installation by, for
instance:

*  jdentifying the component types;
*  gpecifying the relationships between the component types;
* jdentifying tools or work benches used to transform between pairs of component

types,
*  establishing the security requirements.

Tools may be obtained as:

*  part of the operating system (MAKE & SCCS are part of UNIX);
* stand-alonetools;
*  part of an Integrated Project Support Environment (IPSE).

Information about selection of particular toolswill be carried out inthe sameway asselecting
any Software package.

The Future of CM

CMS have evolved around in-house systems and have been supplemented with manual
procedures and policies. To days systems have a better understanding of the need for CM
and the tools available to them. However, the current situation of ad-hoc CM supported by
variousthird party tools each for adifferent area of the overall CM S must surely indicate the
possibility of bringing all these areas into one system.

There are many political and technical issues that affect the future of CMS's. An example
may be of the political issue concerning the development of CASE tools. For instance,
should CASE tool suppliersignore CM within their tools and assume that operating system
or environment vendorswill provide the framework and support for CM? Or should CASE
tool builders provide support withing their toolsfor CM? If vendorsinclude their own CM
support, userswill haveto solvethe problem of integrating different CMS swhenthey install
their (or different) CASE tools. Also, from thevendors' viewpoint, will they essentially be
duplicating much of the work that has aready been done or is not being attempted for
environment frameworks? This political issue continues.
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From a technical viewpoint, many research issues will affect the capabilities of CMS's.
These include:

- What isthe appropriate technology on which to baseaCMS? |s an object-oriented
database with persistency notions for constant objects the most suitable?

- Inwhat layer of an environment’ sarchitecture does CM fit? Should it be at the base
level in the database, makingit anintegral part of an environment, or isit all amatter
of specifying CM as a process at a higher level in the architecture?

- Can the mechanisms for CM be separated from the functionality of CM, in other
words is there acommon CM model?

- Isit possible it support cross-development of software? Can engineers develop a
product on ahost machine easily moveit to thetarget machinewhile still maintaining
CM control over the product?

- Isthe scale or size of aproject afactor for CMS's? Isthe CMS for a million line
software product the same as that for say a 100 million line software product?

- Isit possible to fully model all aspects of the CM process including the people
intensive areasinto aCMS?

These questions and many others need to be answered beforethefutureof CM S sisdecided.
Asusual the answers to these questions probably lie with those who wish to profit from the
development of such CM systems rather than those who wish to build ‘quality’ software
systems.

Summary

Software engineering isarelative new art (rather than science) with asomewhat chequered,
albeit, short past. Asadisciplineit relies on concepts and practices from other engineering
environments and is continually frustrated by the complexity of the systemsit has to build
and the confusion and misunderstanding caused in its communication with the customer or
user.

In Software Engineering there is the opportunity to avoid making the same mistakes again,
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and in may software engineering projects, it ismoreimportant that the mistakes are avoided
thanitisinaroutine ‘data processing’ development. The cost can be enormous, and there
can be both lives and livelihoods at stake. CM is the management of the evolution of a
softwareproduct. Itisoneareain software engineering where clear and defined management
principlesand procedures arelaid down. Its purposeisto control the process of change and
in doing so provide a historical record of the progress of a project.

CM itself has evolved and is now surrounded by a plethoraof toolsto aid the CM manager.
The future of CM is as uncertain as the future of any other process in the development of
software. As hardware becomes more powerful, software more readily available and the
visionsof the softwareengineer, someof thepolitical and technical issuesurround thefurther
evolvement of CM S s may be resolved.
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